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x [ntroducing Production Systems
x \WVhat Goes Wrong in Production?
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What is a production system?

Ot
0 »
.-

Any system

being used
for real work




= NO one teaches you about production

= \Who do you talk to’?
= Wwhat do they want?

»x What Is the definition of “done” 7

® Production is difficult for developers
® hard to access, Interrogate, debug, change, ...



A new cast of characters

/Development \

E_ 3

“

Developers




A new cast of characters

/ Production

&
Auditors ‘

“
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Business
Management
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Developers
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Users
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Production Is constrained

® Highly controlled a

x Content is all valuable j
®x Change can be aifficult l




Production IS unpredictaple

© Alamy

10



Production IS nighly visible!




You don't own production




qau.au.c‘a.z.,wudfu .J‘J.JJX .dJ ) X f ..JJ " a.w./.. ..4..,.4.wl.._aJ.ww.Jz_c.d.Jtlz.iulz..4;...4,....;.,.,....,,_.A,...
.-./..1 Ty ] ’ ... Y .J 2 JJ JJJJJJJ#./J‘Ja I . 3
. *® . E b 2RO RORLPR LSRR R LR R R RRE i
: . f/gj:jf..,....,:.,._,........_.

I 2R R R R RERARREE HRERANRGRDR
RRRARRRARARRRRRARARARAERRREE
R R nRn LX)
X y vty T ity

ﬂJJ\q,cJ.f.«,./..,, .
PP SPONDR IR LN
904 TYYYYYYYYY Y Y Y Y v s
...’. Yy ) .,4 JJ.J«JJJJJJJJJM/‘J.‘ TSN .z,,. R RN
; Y Y Y ' 4y . 'y
..“.'. L %f /./4,1.114441 .........
.'A.Q.... y . RARS
. Xy

S

*

ity i I A A L
BB LARRRARARE
NN NN YN Y Y Y Y Y Y Yy
YT I YT YT I Y Yy Yy Yy Yy
JdJ SN IYYY Y Y Y Yy Yy Yy
E YN YYYY S Y9 Y s
MdJ.JJ:a-.l. 'y
J.J..al.l.ao;.;.
WM«J.J,J,._
, b ' S
"3 J.JJJaada.,,,.,.,
1 *EEYYXIIT Y !
Jff#/./.ad.a.J-:’..
5 YTEY S Y YN Y Y S
.4J<44,4‘_....,....

LA AAAAAAL L LD LAAAAL L L D LAAAAAA L L L) CAAAAAAL D ]
A A A
.e

..,,;‘..
“HJJ,d/.,. .....

29» YR YS Y Y Y Y YYD
B0 RRRYRYYS AR R R R R R Y ] » f/ TYY Y Y Y YY1

TY YR YT Y Y Y Yy y 4
qJ..:qu.av.....,, .....

MJ YY" WY YN Yy Yy
9

YY) , )
XY EEE Y YYY Y
p R R B RSB RRRERE

JJJJAI:/. .
J).JJ;.«....

YN y
i JJ“JJaJ.J YYYY Y)Y

TYELY L Y
Jvﬁvl /.,44. YN

laJo.J. JJIJJ :
..,,..,u,_jJJ
,...4444444 )
FTYTYYTYTYYYYY
4444441. .
Y YYYN lJJ“J.Jf;JNJstJ/.
YYXYYLEYLYE
RARRRARAR S
..... e YYN 4J4 Qd—ﬂ“f
....4’444J¢J4.w
. 'y F I T YYYYYYYY Y
YT YT YEYYYYYYS

.,..,... \ ..4,4., \ ﬂa.J.J.vflf

Y \ ) ) ~q® seeReRReY
) ..,.,...4¢Ju44¢ INLE XYY AR X))
\ ) ; vy .,...14..44 qJ«.JJ . ) "
v YNSN YN 4 =
\ X C,ﬂf AL XNX . .

LR R ,,.4.4/.;,/./4 TYYXYY o

| F YT YT YYH 4«
.......... ,¢¢J;411J.f¢;v.wﬂ
S T YT Y T YT Y Y Y YYYYY™
...... T Y T T T T YT Y YY
....... ,J'llo.ch&J..J.JJ.
,,,,, Y Y Y YYHYYYYH .vdu  »
RERRARR LR R RRRE RS YYY Yy Se08enen SRt vnssen

......-.‘:J‘IJ,Jg.‘JJ ) , (AR R R R R D )

....... ,.1:1;444J.JJ J
T Y T Y Y Y Y Y Y YT Y YYYYYYYY ).o
BEEEEREERE D .,.444.4.4JJJ.JJ.MMd
........ Y Y YR E YN Y)Y

.y Y

T YTITTIOYYY
..... 1141.4/.4..¢.JJMJJ
....... LTI YY IO Y

-t

MJW&J«:.

T I T T T T T YT T Y YT YT Y Y Y Y Y Y Y Y Y Y dJJr
TYY YT YT YRS
YYYYYYYS

' S L L LN ,4..-./41_4.44/4.«44‘
Y Y T AR YYYYS T Y » 4

NARAA ,.,.4;4..4..44444«44_441¢4qude,fdd/ JJJ W | e |

...... ,.,..,‘.A..JJJ/JJ.%IOJ‘,. XXy Y f » e.«wuf, YYYYNYY

...... uLﬂﬂ.xuﬂuuuwwwuuubﬁﬁbwbbﬂﬁﬁﬁwJ«.Jﬂ | o0 @. 5, J.JJJQﬁ4J444444.

FYNIYYYY YT

RRARARAR AL AR AR AR ARAR AR AN J.xa SO RARAAARARARARARAR
. e B B B Ln be fm odm e i B 2T TTTTYTYTYTYY Y Y s b B - TITTITYITYTY Y Y Y Y'Y
R S YN I Y S Y Y T Y Y Y YN YYYYYYYS z«Jde.d«JIA&JM« .mJMc.nu ul .mdscﬂ MJJJ«JJMQJ«JJJJJ:;...,..
- A L. . 4..JJ- . [ - - -~ ’ A
t v v vy v YN NSNN Yy S SN YA NN Y Y Y YN YY Y Y Y SS Y Y YSYSY Y S Yy NN Y Y Y N Y Y NI N NS Y Y YRS Y Y YN Y



Performance Surprises

® |nteractive load
» Batch time surprises

® System abusers!

» “gll transactions this year”,
» “average since 19677, ...

14



Environment bombshells

x Constraints and contention ‘\

» Unexpected behaviour

—

® |Niegration: pomts

‘#..



Fallures happen

» Software defects

x Platformaltres

® Fnvironment falures

16



Security tangles

® Security IS simple in
Development

® \uch more complex
N Production!

17
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Architects Know This - Right?

7 operapilit
scalabllity D y
reliability
capacity
security
monitorgbil
berformance

testability

INnteroperabillity

19



Architectural Heresy

® Architects olbsess about system gualities

® Usually results in good production characteristics

® However teams just find this all a bit hard
® {00 many qualities, need to get functions delivered

® . ahd we must empower teams

® architects can't be responsible for all of the software
being “production ready”

20



Key requirements for production

= Functionally correct
® does what the business process requires

= Stability

» pehaves predictably in all situations

= Capacity

® can process the workload required (at all times)

R Security
® [Imits access to those who are authorised to have it

21
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Solution Framework

Correctness

Stability

Capacity

Security
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Principles

Technology

Practices
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General Principles

= One Team
® Automate
x \leasure and Improve (feedback loops)

x (G00d Enough over Perfection

Timeless principles ... that led to CD and DevOps



®x DevOps helps get code (o production
= Not much about whether it is for production

® Developers still need to “productionise”

. Make sure the software meets the requirements for
production operation

® Relatively few developers get much
fraining to prepare them for this

24



® _ommunication
® S utomation

x |_ean thinking

® | easurement

® Sharing

CALMS - itrevolution.com/devops-culture-part-1

25
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Stabllity - design principles

® Fail quickly

x fail fast, timeouts

® |Solate problems

x flow control, circuit breakers, bulkheads,
asynchronous integration

® ENSure steaay: state operation

® ousekeeping, predictable resource allocation,
governors, throttling

27
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xample - Circuit Breaker

err_returned

timeout

err_returned

err_returned &&
err_count > 10

package Productionisation[ |2 Circuit Breaker ]

HttpUriConnection

+getResponseCode()
+getResponseMessage()
+getinputStream()
+disconnect()

"

ProtectedHttpUriConnection

Adds a "BrokenConnection”
exception to operations

CircuitBreaker

+setErrCount( intc )
+error( Error e )
+reset()

+getState()
+isBroken()

29



Stabllity - practices

® Repeatability

» defined processes, practice scenarios, prelive
environments

x Automation
® gutomate the routine, automate the difficult

= allow the human back in the loop on demand

® |[ransparency
® |0gging, monitoring, alerts, trends

30



Stability - process automation
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Stability - environments

2roaichon
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Stability - environments

2roaichon

i “Uncontrolled”
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Stability - environments

2roaichon

i “Uncontrolled”

| Develop S  Controled’]
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Stability - environments

produetion

1“Uncontrolled”

/ “Controlled”

Development

SRYAg ) *: g

The DevOps Zone
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Stability - production runbooks

{4

. . R
Security, Audit, ‘z‘

Compliance, ...

Production

Constraints , Operations
nce
*Overview
e|nstall :
SRR System design
*Op Procs

Developers
*|Investigation

*Recovery
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®x \Minimise workload

» cfficiency Is Important

» Fatten the peaks

x Mmove workload around

x Design for the large (scalabllity)

® Understand where the time goes
» multiply by a million

35



x \easure and minimise
» Understand where the work is

®x Caching and pre-computing
® reduce the work to be done

x Sharding and partitioning

» separate workload to allow scale

36
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Capacity - solutions
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Moving Work Around

Utilisation Utilisation
100

75
50

25
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Capacity - practices

» \odel and estimate

® (st capacity on realistic environments
® allows model calibration

= \Vonitonng:and:irend:analysis

® {ests theory against reality
® Spots iImpending storms betore they hit

39
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= \Vhat they don’t have won't hurt you

® |east privilege - grant the minimum needed

® Security needs simplicity
® What you can't analyse you can’t be sure about

® Don't put your eggs In one basket
® Separate privileges to avoid total breaches

= [ail safely

41
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Security - key practices

® \odel threats to identity mitigation
® Define policy to know what to protect
® Apply: mechanisms:tomitigate threats

® oSl security as well as functions



Security - technigues

User may not have Data validation may
locged ofi en a shared fail, allowing SQL
computer injaction

Implement data
validation

AbstractPolicy

0.
O R Constraint
1 0.*

7
Prohibition

Altacker may be
able to read other
users' messages

Authorization may fail,
allowing
unauthonzaed access

Implement
authorzation checks

Browser cache may
contzain contents of

Implement anti-
caching HTTP
neaders

message

If risk is high, use SSL

44
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® Production is just different
® [t's not yours and you need to respect that

® Production is demanding

® Correctness
x Stability

= Security
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Summary (i)

= |dentify solutions by requirement & area

= principles
® technologies
® practices

Stability Capacity

Security

Correctness
esign

Principles

i

\

Technology

g our focus tc

daa

Practices

Resource

Governor

Ihreat J
Modelling
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® Production requirements and principles
go back to the age of the mainframe

®x CD) and DevOps makes another step
® welcome attention from developers
® New tech enabling new possibilities

® Dreaking down silos to make It happen
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Release It!
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1 hank you.

Questions?

Eoin Woods
Acknowledgements :
http://www.icons-land.com eoin.woods@endava.com
http://www.alamy.com/ www.eoilnwoods.info

http://www.42u.com

Qeoinwoodz
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